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???????? (Trusted Execution Environment)???????????TEE?????
???????????????????????????????????????????
















































??????????? 1?????????????????????? Intel SGX??







































?????????????? (Memory Encryption Engine, ??MEE)?????MEE??
????? 3???????????????RAM?? Enclave??????













?? Enclave?????????????? 14???? (struct)????????????




































































????????????????? 2.2? SGX????????????????? [7]?
? 2.2: SGX??????????????
1?????? RAM???????????????????????????????




























































































??????Intel?????? Intel Provisioning Service (IPS)???????
PvE??EGETKEY?????Provisioning Secret? e-fuse???????IPS?????
??????CPU????????????EPID???????????????????
?????????????? AE????EPID (Enhanced Privacy ID)??Intel????
??????????????????????????????????????????
???????????????????????????????????? [10]?PvE??






























































Measurement Register)???????MRSIGNER (SIGNER Measurment Register)???
? 2?????? [11]??????????????????
???????????????????????? uint8 t?????????????
?? sgx seal data()???? sgx seal data ex()???API??????????????






















MRSIGNER????? Enclave???? (*.so)???????? Enclave????
(*.signed.so)???????????????????????????????????















3 −Q1 × s×m
m
⌋ (2.2)



























Software Vendor)?? SGX???? SP (Service Provider)????????? [15]?ISV??
SP?????????????????????SGX??????????????????
???RA?????????????????? IAS (Intel Attestation Service)??????
ISV?SP?IAS??????????? 2.4????
ISV SP IAS



















???Alice????? (Pa, na)?Bob????? (Pb, nb) (??? Pa, Pb?????na, nb??
?????)????????
















sgx ra init()????????????RA???? ECDHKE????????????
??????????????????????????????????????????
Enclave???????????????????????????????PSE?????
??????????? sgx ra init()??????????????PSE????????
?????????????????
sgx ra init()?????RA???????????????????????????
?? CPU?????? EPID????????? ID???????? EPID???? ID?









ISV?ECDSA????Ga??????Gpuba ??EPID???? ID??? GID??????
?????????ISV???? msg1? SP??????
2.5.3 msg2???











????????? 128bit AES CMAC????????????????CMAC??? KDK
??????
21






• Gpubb : SP?????? ECDSA???
• SPID: ????????? ID?Intel??????????
• QUOTE???
• KDF-ID: ????? ID???? 1
• SigSP: SP?? ECDSA??
• CMAC SMK(A): ?? 5??????????? A???A???? SMK????? 128bit-
AES?CMAC??????????CMAC








Gpubbx ||Gpubby ||Gpubax ||Gpubay
?????SP????? ECDSA???Gprivb ???????? ECDSA??????
????IAS???? msg1??EPID???? ID??? GID?????????????







ISV??SP?????? msg2???????sgx ra proc msg2()? msg2???????




??? SGX??????? ISV??????????????? Intel????? SGXAPI?
?????????????????????????????
????????????????????????????
• Gpuba : ISV????? ECDSA???
• PS SECURITY PROPERTY: PSE??????




???QUOTE???? REPORT??????? QE???????? EPID???????
???????????????????????????????
2.5.5 msg4???
SP??ISV?? msg3?????????????????? ISV?? Enclave?????
???????????????????????
???msg3?????Gpuba ? msg1??????????????????????????
msg3??????? CMAC SMK(M)???????? msg3?????? 3???????? SMK
???CMAC??????????????
????msg3????? QUOTE????? REPORT?????????? 32???????
????




















?????????????? (Platform Information Blob; PIB)???????????SP
??? PIB???? msg4?????????? ISV?????????????ISV? PIB






















































































??ECALL?????????????????? 1?????? sgx enclave id t???
???????????????edger8r???????????? sgx status t?????
??ECALL/OCALL?????????????????????????? 2?????
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?????????????????????????????LWE (Learning with Errors)
??????????????????LWE????n ×m????A?m?????? b?
n?????? s???? e????????????
As+ e = b (3.2)



































































































































































??????????????????? (Input-dependent control transfer)???????




1 if(s == MALE)
2 {
34




7 msg = WelcomeMsgForFemale();
8 }
???????? s? MALE???? WelcomeMsgForMale()??????????????













???????? s? MALE?????? maleCount?????????????????

























































































































































































































?????????????????????? abcdefghijklmnop.9??? (???? 0?
???????????)?
???tar?????????????????????????????????????















































1 func is prime(n)
2 return 0 ? n < 2
43
3 return 1 ? n == 2
4 return 0 ? n%2 == 0
5 i = 3
6 while i∗i <= n
7 if n%i == 0
8 return 0
9 end






16 for n = 1 to 1000
17 if is prime(n)
































































































2 println "sum=", $sum
3 exit
4 func myfunc()
5 $sum = 0
6 a = 1
7 while a <= 10
8 if a <= 3
9 $sum = $sum + 1
10 elif a <= 6
11 $sum = $sum + 10
12 else
13 $sum = $sum + 100
14 end
15 a = a + 1
16 end
17 end
????? 4.5: ??? 4.4??????????
1 [Fcall] [0] [Lparen] [Rparen]
2 [println] [String] [0] [Comma] [Gvar] [1]
3 [Exit]
4 [Func] [17] [Lparen] [Rparen]
5 [Gvar] [1] [Assign] [IntNum] [0]
6 [Lvar] [0] [Assign] [IntNum] [1]
7 [While] [16] [Lvar] [0] [LessEq] [IntNum] [2]
8 [If] [10] [Lvar] [0] [LessEq] [IntNum] [3]
9 [Gvar] [1] [Assign] [Gvar] [1] [Plus] [IntNum] [1]
10 [Elif] [12] [Lvar] [0] [LessEq] [IntNum] [4]
11 [Gvar] [1] [Assign] [Gvar] [1] [Plus] [IntNum] [2]
12 [Else] [14]
13 [Gvar] [1] [Assign] [Gvar] [1] [Plus] [IntNum] [5]
14 [End]

























































































3 * (4 + 5)????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
???????????????3 * (4 + 5)?????????????????????
??????????????? (4 + 5)???????????????????????
?? (4 + 5)????????????????????????(4 + 5)????????
???????????????????????????????????????(4 + 5)















































??RDRAND?????????????????????? [41]??sgx read rand()?
?? SGXAPI?????????????????????????????? uint8 t??
51
1??????????????????????????????? int?????????
??????uint32 t (??? unsigned int??????)???????????????






sgx read rand()??????????????????? 0?? UINT MAX???? 42???
???????????????Qliphoth??????????int????????uint32 t
?? int??????????????-21??? 21??????????????????
????????????????????????? uint32 t?????? 0?? 40??
??????????????????????????????????????????
??????????????????????????????????????????
?????????????????????????0??? 2? (???? UINT MAX − 40
?)???????????????? 0?? 40????????????????????
????? 40???? 42???????????????? 2?????????????
???????????????????????????????0??? 2???????
??????? 2??????????????????????????????????
??sgx read rand()?????????????????? 40??? 42????????
??????????????????????????????????????????




3 sgx status t status = sgx read rand((uint8 t∗)&u rnd, sizeof(uint8 t)∗4);
4 allowed range = (uint64 t)((UINT MAX) / rand range) ∗ rand range;
































































































































































































OS Ubuntu 18.04.3 LTS (GNU/Linux 4.4.0-157-generic x86 64)
CPU Intel(R) Core(TM) i7-7700K CPU @ 4.20GHz
??? DDR4 16GB (8GB×2) 2400MHz
SGX???? SGX 2.6 Linux Driver
SGXSDK Intel SGXSDK for Linux 2.6






















? 5.1: ????????? 10MB?? 90MB???? Enclave?????????
?????????????Enclave????? y[s]?????????? x[MB]?????
???
y = 0.15x+ 1.2 (5.1)











???????????? 100MB?? 190MB?? 10MB????????????????
Enclave?????????????????????? 5.2????
60






y = 0.15x+ ⌊ x
100
⌋ ∗ 10 + 1.2 (5.2)
???????????????????????EPC??? 2???? 192MB?????
???????? 195MB???????????????????????? 200MB???

















????????RA???? SP? ISV? msg4??????????????????RA
???????????????? (IAS)???????????????????????
??????????????????????????RA??????????? IAS?










































































1 double tmp = 0.0;
2
3 for(int i = 0; i < 1e5; i++)
4 {
5 for(int j = 0; j < 1e5; j++)
6 {




























1 func is prime(n)
2 return 0 ? n < 2
3 return 1 ? n == 2
4 return 0 ? n%2 == 0
5 i = 3
6 while i∗i <= n
7 if n%i == 0
8 return 0
9 end



















































































PRINCESS Graphene-SGX SGXElide SGX-BigMatrix BI-SGX
??????
????? ✓ * × ✓ ✓
?????? ? ✓ × ✓ ✓
?????? × × ✓ × ✓
??????
???? × * ✓ ✓ ✓














































































































































































2 a = 10
3











????? 6.2: ????? 6.1????????????????????????
1 func [Ident1]()
2 [Ident2] = [DblNum]
3




























































• SGX??? Enclave????? sgx sign???????
????Enclave???XML? sgx sign??????????????????XML???
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